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TITLE OF THE INVENTION 

Method and System of Identifying Software and Firmware Objects Available 
for Download over a Network such as a Cable Television System 

RELATED APPLICATIONS 

The subject matter of the present application is related to that of a previously-filed 
application, U.S. Serial No. 09/257,274, filed February 24, 1999. 



FIELD OF THE INVENTION 
10 The present invention relates to the field of programming a set- top terminal of a 

cable television system, particularly upgrading or expanding the software or firmware in 
the set-top terminal. More particularly, the present invention relates to the field of 
providing a directory of available code objects that can be downloaded by the set-top 
terminal at the instigation of the user of the set-top terminal. 

15 

BACKGROUND OF THE INVENTION 

In a typical cable television system, subscribers are provided with a set-top box or 
terminal. The set-top terminal is a box of electronic equipment that is used to connect the 
subscriber's television, and potentially other electronic equipment, with the cable network. 

20 The set-top box is usually connected to the cable network through a co-axial wall outlet. 

The set-top box is essentially a computer that is programmed to process the signals 
from the cable network so as to provide the subscriber with the cable services. These 
services from the cable television company typically include access to a number of 
television channels. Additionally, premium channels may also be provided to subscribers 

25 at an additional fee. Pay-per-view events and video-on-demand service may also be 

provided over the cable network. The set-top box is programmed to provide these services 
to the subscriber. 

However, the services of the cable company need not be limited to providing 
television programming. Some cable companies are now offering internet access and e- 
3 0 mail over the cable network at speeds much faster than available over conventional 

telephone lines. It is anticipated in the future that more and more services will be provided 



1 



BNSDOC1D <WO 0117265A1 I > 



WO 01/17265 



PCT/US00/23828 



over the cable network, including even basic telephone service. -Eventually, each home or 
office may have a single connection; vi^the^bllfiretwork^^ 

As the cable network and the services provided evolve, the set-top terminal must 
also evolve to be able to provide subscribers with all the services of the cable network. 
This set-top box evolution will primarily inyolve changes to the programming of the set- 
top box. By upgrading the software; or firmware ,of the set-top box, the box can be made to 
perform more efficiently or offer new services as the cable network evolves. : .1, 
In order to upgrade the population of set-top boxes on a cable network, it is 
preferable to transmit the new programming to the set-top boxes via the cable network 
itself.^ Otherwise, a technician must visit each subscriber to upgrade the set-top boxes... 
Such field upgrades would obviously be at significant expense. V ' t:i *< 

The headend is the facility from which the cable networkvoperator broadcasts 
television signals and provides other services over the cable network./ Updated software 
that is provided to the population of set-top terminals can be broadcast from the headend 
over the cable network. u v ; > ^ : - ; ;^ ^ v ' ■■■ > - - A 1 

r s As the services available over the cable network increase, .some users will wish to 
pay for the additional services. In contrast, other. subscribers will avoid the increased cost 
of some services. Oyer time, new subscribers will enter the network and select the services 
they desire. Existing subscribers may also wish to expand their use of the services offered. 
Either situation will require that .the appropriate programming for implementing the 
desired service or services be added to that subscriber's. seMop terminal,; ;hvsuch a ease, 
the subscriber would presumably have to contact the cable system operator or service r . 
provider to have his or her set-top terminal programmed to .offer the i new service or^. 
services^ >Kj ■ . 4 — <* - ' : .' " f>~<'^-i s :\ '.'-f 

; t This,:;hov^ever, ; entails .some amount of effort' on the psirt of the subscriber. : «r 
Consequently, suchiadditional services 1 will not commonly b£ purchased on impulse,: 
thereby decrease the sales 5 of such services by the service provider. ; Moreover; the service 
provider will need to maintain; and staff a- facility for receiving and responding to those ; 
orders. for additional services that are; made. ' ; : * v ?~* \v :r: : c ;i: . ; i . , ^ > 
r„o .Consequently, there is a need in the art for a method and system whereby, M v ; 
subscribers can^order, =6ndmpulse;;and .receives additional or upgraded programming for ■*■ 
their set-top terminals without contacting the. service provider. There is aiurther need in 
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the art for a method and system that allows the system operator to support this upgrade 
service for subscribers at minimal cost, i.e., with automatic electronic delivery that does not 
require staff to take and fill subscriber requests for additional or upgraded programming. 

5 SUMMARY OF THE PRESENT INVENTION : 

The present invention meets the above-identified needs and others. Specifically, it 
is an object of the present invention to provide a method and system by which subscribers 
to a cable or other computer network can, on impulse and oh demand, select, purchase, 
download and implement , additional -or upgraded programming for their set-top terminals; 

10 The method and system of the present-invention further aim to allow the system operator to 
support this upgrade service for subscribers" at minimal cost, i.e^ with automatic electronic 
delivery that does not reqiiire f staff ito take and Fill subscriber requests for additional or 
upgraded programming-.-* < ? :; j ^ - .x . r v ■ , •■>•<..;. :u . 

4 According to the present invention; additional or upgraded code objects which 

15 subscribers may wish to acquire to enhance the services received through their set-top 

terininal are transmitted .by or available froitvthe headend: A directory of services (DoS) 
message is sent, to theisetrtop terminals to: advise them what programming -^available and 
. to instruct the seMoptterminals'where to acquire the programming shbuld-the subscriber 
signal a^desire totiacquire it^ ^ - ^ \ - : v . rr. •• ' t / .t 

20 < More specifically, tiie present invention may be described as a: method of advising a 

subscriber :to a cable ^television system of programming that may be purchased over the 
cable television networteto.upgrade orlenhance features provided by that subscriber 1 ^; set- 
top terminal and *fon providing such programming selected by the subscriber to that ( : . 
subscriber's set-top terminal. The method of the present invention includes the action'of 

2 5 transmitting ^message <to the set-topVterininaMhat provides a directoryvof pfo^-amming 

available.for purchase and download over the cable television syst&mf-'^s , -'iinoi. »■ - " 

.* ;The;method.of the present invention proceeds - with'displdj^ng^ 
programming, on: a display, device; and receiving a selection ? df progr^mitiirig from the 
directory through a user input device of the setr.topUerminil/ In ; response to a selection of 

3 0 programniing?the-method:proeeeds with downloading sekcted- programming in accordance 

with the selection received through* the user input device dnd based on location information 
for theiselected programming provided in the directory message from the^headend: - 
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. This downloading may be approached in. at least two different ways. First, the 
downloading may Eeli^oml^ l^fi 

message from the headend in connection with the selected programming. Alternatively, the 
downloading may be performed by the set-top terminal connecting to a site identified by a 
URL specified in the directory message from,the headend at which the selected 
programming is stored. . , . 

The method of the present invention may also include checking the credit rating of 
the subscriber in response to the selection of prpgramnfiing. Preferably, the downloading of 
selected programming is only performed if the credit check of the subscriber is s favorable. 

. Finally, the method of the present inyention.may include specifically addressing the 
directory message to one or more set-top terminals in -the cable television system. This , 
may be done where certain subscribers have paid tp receive the directory message.. In , 
which case, the message is specifically addressed to setTtop terminals pf siibscribers/who 
have paid to receive the message. . , : , ; < : - ; . r . «. 

T Additionally, the present invention also encompasses the system necessary for 
performed the above 7 described method. Specifically, the present invention encompasses a 
system for adyising a subscriber to a cable television system of programming that may be 
purchased oyer the cable television network ,to upgrade or enhance features provided by 
that subscriber's set-top terminal and for providing such programming selected by tfie 
subscriber to that subscriber's set-top terminal. For example, the system of the present 
invention includes a headend facility from which a cable television signaled data objects 
are transmitted to a population of set-top terminals, oyer the cable television sy$tem; . and a 
transmitter at the 4 headend facility for transmitting, the, directory message to .the set-tpp-^^ 
terminals, where the : message, provides a directory of programming ayailable.for .purchase 
and download .pve^lje^ - c> ; v ..-I r;r ( , ; n^^ii 

.1 en- ^;T.7n \o S7f;w;^x; '1 o -sow % > : J?*: r h^ ■ a ;. v -*: : . <■ , .-^m -\> **:<r> 

BRIEF DESCRIPTION QF THE DRA WINGS: • , m- >^ ^ ^ _ {V - 

: -i . The drawings ]are. a part of the.specificatipn and:may be^\ise44p>b6t(er t understand 
the present invention. In the drawings:, - ;f , r ; ; ; > o / > , ; ^ ; % / ; , <1V " 

Fig. 1 is a block diagram of a cable network including a headend and a population 
of set-top terminals with- which the present invention is practiced.. ■ . ; 
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Fig. 2 is a flowchart of a first embodiment of the method of providing code objects 
to subscribers on-demand according to the present invention. 

Fig. 3 is a flowchart of a second embodiment of the method of providing code 
objects to subscribers on-demand according to the present invention. 

Fig! 4 is a flowchart of a third embodiment of the method of providing code objects 
to subscribers on-demand according to the present invention. ^ 

DETAILED DESCRIPTION OF THE INVENTION: , , . 

* According to the present invention, a directory of services ("D6S") message is 
transmitted by the service* provider 6 ver the cable network (103) to the individual set-top 
terminals (102); Preferably, the DbS message is transmitted from the headend (101) using 
the headend transmitter (1 16). The DoS message provides the information necessary to 
alloWany set-top terminal (102) to locate arid download a software or firmware code object 
from within the signal provided by the headend (101) over the cable network: ''(1*03): - * 

As shown in Fig. 1; the headend facility (101) is connected via a cable network 
'(103) to a population of set-tbpHermihals (T02). Each set-top "terminal (102) ^possessed 
and used by a particular subscriber to the cable 1 service: Each seMop terminal (102) ° > 
included a processor (1 1 1^) with a memory unit (l 12). ' The rriemory unit (1 12) contains . 
programming and data accessed by the> processor (1 IT) to provide those services available 
over the cable service :which"that subscriber wishes to receive: " = - 1 " - : ? 
In the event vKat a subscriber, pefhaps a new subscriber, wishes to add to the 

- services received,' he or she typically needs to acquire additional or upgraded programming 
in thfe fdrm of iof^are requited to enable his or her set-top terminal (102) to 

4 provide thb'iiewly'deslr^d-sem'ce or "services J -This new programming is stored iii the - 
memory unit (1 12) for execution by the processor (TM)"'As used heirtih; a programmhig 
code object, or code object, refers to an individual piece of software or firmware that is 
acquire, stored or executed by the set-top terminal (10^ 

obj ect" 1 refers W any data stnicture^tramsrrtittect by the'tieadehd (1 0T)~td the f set-iop terminals 
(102). Consequently, a data object may be a message,- instruction, data structure' or code 

"Object;- ^ - ^ ^'- i T * :.y ? ; .-<* .1. M:'^ 1 Wy-AU • . , 

In addition to providing services,- such as a cable felevisioh signaU the hsadend 
(101) can also transmit instructions and programming code objects to the set-top terminals 
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(102) directly over the cable network (103) using the transmitter (116). Thus, the 
subscriber wishing to upgrade or add to the programming in his or her set-top terminal 
(102) so as to take advantage of additional service offered over the 
cable system can download the necessary programming with his or her set-top terminal 
5 (102) from off of the cable network (103)1 This avoids the need for a technician to visit the 
•■ subscriber to add programming the memory ;unit ; ( 112). v< ■= - 

■ • Messages and programming may be routinely broadcast by 'the headend (101) over 
the cabinetwork (103). These messages and programming are typically "packetized," 
meaning that the data of the message or the software or firmware is divided into discrete 
10 "packets" of data. Each packet includes a header that identifies the message or object of 
which it is a part and identifies the position of that particular packet within the message or 
object to which it belongs. Consequently, the processor (I' l 1) of the set-top terminal (102) 
collects the packets. of, the message or object being* acquired and reassembles the packetized 
data into the needed message'or object as sent by the^headend (101-). ■ - ■ 
15 ^ More specifically, the packets of each data object being transmitted bear a unique 

packet identifier (PID) number, or other identifier, within the packet transport stream, or 
PHD stream. 1 Each PID number (or other identifiers-identifies the packets that bear that 
number/identifier as belonging to a particular data object being' transmitted. 

With transmitted data objects. being packetized,~numerous data objects can be 
20 broadcast simultaneously by interspersing the packets of the various objects being ^ z - 
transmitted.^ These streams of data packets can be sent bri both iri-band and out-of band 
(OOB) channels of the cable television signal sent' from ttVe headend (101) to the seVtdp 
terminals (102). The tuner (110) of each set- top terminal (102) is contrdlled-by hhe ^ 
processor (11 1) to tune channels,;both in- and,out-of-band; as "necessary so that tKe--^ 
25 processor (11 1)/G^^eceive data^from the-headend (iOl) via thb one or m6r£ data-transport 
stteamis output by'tiii^eadend •(-! 0 1-)> } / *" T ; - « » ' - • ^ v * . ^ ;^L;.*.vr 
1 * v' >■ . Like^all other data obj ects,> the Do3%iessag;e of the present invention is transmitted 
to the set-top terminals (102) by the headend (101) over the cable hetw6rk (103)> - :>1 '- 
Preferably; the DoS m£6sage r is delivered f as -a sub-message' within : the- (DOB Ne 
30 message identified by the OOB Network PIDV^ :TtieDoS 

in segments depending primarily -on it any evenV when the DoS rriesskgeis 

received by the set- top terminals ( 1 02); it wi 1 1 provide the following-' information.' ^ 
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The DoS message is a directory of the code objects that are being transmitted over 
the cable network (103) that are available for download by the set-top terminals (102). As 
discussed above, these code objects, if purchased, received and executed, typically increase 
or enhance the services provided by the set-top terminals (102).. < In the past, subscribers 
5 have not been able to, on impulse, identify and acquire additional or upgraded 

programming available to enhance or increase the services provided to them over the cable 
- network (103). With the present invention, the DoS message provides a means of advising 
subscribers what additional or upgraded programming is available and .a means of 
instructing the set-top terminals (102) as to how and where, in the incoming signal, to 
10 acquire those objects atthe direction of the subscriber. .- * - - ' ■ 

The set-top terminals (;1 02) take the information from the D6S message and 
t ': preferably display it for subscribers: Consequently, either on a television or computer 
monitor (1 15) attached to the terminal (102) or, perhaps; on a display of the* terminal atself, 
the terminal (102) can display: a directory, either a listing or categorized menu, of the code 
15 objects available for download to increase or enhance the services provided. The DoS 
message may also include, and the terminal (102) display as part ofjthe directory, a * . . 
description of the function or functions of .each available object and the fee that.willbjer 
charged to the subscriber's account if the? object is purchased.and downloaded; The ; 
subscriber can then respond to the offerings, displayed by the^terminal (.1 02) using, for 
20 example,va remote control unit (11 4) or other user input device (113), for example a keypad 
on the set-top- terminal itselfi) andanstruct ; the set-top terminal (102) to, acquire the indicated 
code, object orobjepts; will be understood by those skilled in the art, the user input , 
device ; (l J3) of-the preseittinyention^may be.. any user input device with which a user can 
indicate ; a, selection ftpin ,the directory t of programming displayed, in response to the J)oS 
25 x - .message. r The user input devjee (1 13) may: include; but is.not limitedit9,:a keypad, Tbuttons, 
switches, a knob, a dial, a trackball, a trackpad, a tpuch-sensitiyQidisplay/etC:. The user 
0 winput device (113) as shown in Fig. 1, may also- include ; a receiver; forj receiving a signal 
from a remote contrploinit (1 1 4). , > f \ ? 4 ; ' -// i ) ?./f. ? :,<; -.y 

; -r^v-The DpS; message also : identifies lor to^ the location of each 

3 o it ^ listed code object: and- its corresponding entitlement control data structure (ECDS). To 
specify the lpcation of a code object,pr,its ECT or 
frequency.of ,the transport stream, ; in-band or out-of-band, at which the packets for that . 
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code object or its corresponding EGDS are being transmitted, typically carouseled with the 
packets of other data objects. The set-top terminal"Cr02ythen tunes to tHaTtransporfstream 
using the tuner (1 10). The DoS message may also specify directly, or reference through a 

, table, the PID of the packets carrying the listed code object or ECDS. The processor (111) 
of the set-top terminal (102) can then acquire all the packets with that PID number and 
reassemble the collected data into the programming objebt to be acquired or its ECDS. 

r ; _ Alternatively, the cable network (103) may be orgamzed as computer network using 
URLs or universal resource locators to specify the address of downloadable code objects. 
Consequently, the DoS message may specify the. location of a listed, code object and its 
corresponding ECDS by URL' for download by the setrtop terminal (102). ; 

The ECDS is transmitted or stored separately from its, corresponding code object 
and is used to authorize and authenticate the code object UJsirig the data of the ECDS, the 
processor (Ml) of the set-top terminal (102) can, verify that it has j downloaded the ^ 

_ appropriate code objectand.that the code object has been received correctly without 
inadvertent or malicious alteration. Jt is obviously importantfor the set-top terminal (102) 
to be able to.authenticate and authorize the received code object before that object is 
executed by the set-top terminal ( 1 02). This allows the system operator to prevent 
subscribers re-programming their set T top terminals to enable the receipt of unauthorized 
services for which the subscriber has not -subscribed arid paid. Authorizationand r ; * ' 
authentication using an ECDS also helps avoid the introduction of, for example; a virus to 
the cable system. The ECDS may also specify a valid time period or lifetime for the; i 
corresponding code object The ECDS may also : be used to specify the cost of ' 
downloading the objetet'to :the subscriber. >*'- i^r>^~ r? • rz. , ; f p «i ./W'j.ia 
- ; .. Tn a preferred embodiment, the DoS message of the present invention should^.; 
include the following^riformation: ;(;!). a message vefsiori nuniber that is incremented each 

f > time : the;.directoi^^ indicates if the directory message has/been 

updated;:(2):a table: compatibility; identifier:that specifies, the 1 executable environment of 
ayailable^code pbje.cts 5 e:gG?uSoft™ WinGE% Sun WMW; ;@home; Nayshell™ or ; 7 
Prevue™ EBG* (electronic program guide); and (3) the number of .objects listed. > 
For each listed- object, the DoS message .will preferably^nclude::( I Va unique; obj 
identifier that may be assigned by the service provider or system operator; (2) an object 
class description indicating the use class of the object (e.g., platform, operating system, 

8 
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application, etc.) offered for download; (3) the name of the object, preferably in ASCII 
text; (4) the version of the object; (5) the storage classification of the object, e:g., volatile 
memory, non-volatile memory, doesn't matter, etc.; (6) the object size, preferably the 
ROMMABLE size (in bytes) of the encapsulated object not including the size of the static 
5 variable required for operation of the code object; (7) an indicator of whether the code may 
or may not be relocated to Flash memory as part <of later de-fragmentation during the 
lifetime of the set-top terminal; (8) a description of the object's function; (9) the object's 
location, e.g., transport stream channel and PED or URL; (1 0) the length of the object 
location field; (1 1) the location of the object's corresponding ECDS, e.g., transport stream 

10 channel and PID or URL; and (12) the length: of the ECDS location field. 

It will also be recognized tby ithose skilled in the art that, within the network (103), 
- each set-top terminal (1 02) may have aispecific address and one or more multi-cast 
addresses such that the headend (401') >can:direct messages to specific set-top terminals or 
to defined groups of terminals sharing a ^particular multi^cast address. Within the scope of 

15 the present invention, the DoS messagfcmay be broadcast to. all set-top terminals (102) 

within the network/ multi-east to a particular :group of terminals (e.g., *02A.and 102B) or 
singlercast to .a particular terminal/(e.g;, rl02A). For ; example, the service (provider may 
charge additional fees for making the; DoS* message available to subscribers. Thus, only 
those subscribers paying the ^additional fee woukLreceive the DoS in a multicast. - 

20 Additionally, different DoS messages offering different classes of code objects may be 
made available to specific segmentsrof the set^top terminal ipopulation (1 02). - 

Fig. 2 is a flowchart summarizing the basicimethod of the present invention. As 
shown in Fig. 2, the headend transmits the DoS message to the set-top terminals (200). 
The ^set-top terminals queny the subscribers by displaying a listing or categorized menu of 

25 {; the- objects available} for idowntoad'^Ol^^The subscriber can then vindicate a desirato 
z acquire an object or object sKfrom-the menu. (202). ^The.terminalxtheiDuses^ the .data;from the 
DoS message to locate an* acquire the indicated object arid itsicorresponding ECDS (203), 
i.e., by tuning td the specified channefcarid data transport stream arid acquiring thfe data 
packets bearing 1 a^pecified'identifier. cThe processor (1 1 1) themauthenticates the object 

30 .* . using .the EGDS and implements. the object, provided that it passds the authentication check 
(204)., ' ,-.,;hv ^' ' ^ ^ino ; ■ . : - • • . 

* 9 
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Consequently, under the principles of the present invention, individual subscribers 
have control over the purchase and acquisition of enhanced or upgraded programming for 
their set-top terminals and can, on impulse, acquire new programming over the cable 
network without contacting or being visited by a representative of the service provider. 
5 Fig. 3 provides a flowchart for a second embodiment of the method of the present 

invention. The method illustrated in Fig. 3 is substantially similar to that of Fig. 2 in which 
the headend transmits a DoS message (200) which is ! received by the set-top terminal and 
used to display a director of programming available for download (201). However, as 
shown in Fig. 3 and as noted above, the DoS message may specify a URL at which a listed 
10 code object or its ECDS may be acquired by the set-top terminal. Consequently, upon the 
user selecting an object for download (202), the set-top terminal may connect to the site 
designated by the specified URL and, from that site, download either a code object or its 
corresponding ECDS. (203A). 

As in Fig. 2, after the code object and ECDS have been acquired, the terminal 
15 authenticates and authorizes the code object using the ECDS. The terminal then executes 
the code object. (204). 

Fig. 4 provides a flowchart of a third embodiment of the present invention. As 
shown in Fig. 4, the headend transmits a DoS message (200) which is received by the set- 
top terminal and used to display a director of programming available for download (201). 

2 0 The user may or may not select a listed object for purchase (202). If the user does select an 

object for purchase and immediate download, the set-top terminal may first check the 
subscriber's credit before initiating the instructed download (401). 

The credit check of the present invention could be accomplished by signaling the 
headend (101) for an indication of the subscriber's credit rating and whether the subscriber 
25 should be allowed to download the requested programming at that time. Alternatively, the 
processor (111) may check an internally stored indication of the subscriber's credit 
limitations. This subscriber credit limitation may be recorded in the memory unit (112) 
with appropriate security measures, and updated periodically by the headend (101) as 
warranted. 

3 0 In either case, if the subscriber's credit rating is satisfactory, the set-top terminal 

(102) proceeds to download the specified programming and its ECDS by either tuning the 
designated data transport stream or connecting to the designated URL (204). If the 
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subscriber fails the credit check (402), a message advising the subscriber of the credit 
problem can be displayed on the television or monitor (1 1 5) connected to the set-top 
terminal or on a display on the terminal itself (403). > 

The preceding description is merely exemplary and. is not intended to limit the 
5 scope of the present invention. Those of skill in the art will recognize various 

modifications and ramifications of the principles of the present invention as described 
herein. All such details are encompassed by the present invention. ..... 
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What is claimed is: 

l7 A method of advising a subscriber to a cable television system of programming that 
may be purchased over the cable television network to upgrade or enhance features 
provided by that subscriber's set-top terminal and for providing such programming selected 
by said subscriber to that subscribers set-top terminal, the method comprising transmitting 
5 a message to said set-top terminal that provides a directory of programming available for 
purchase and download over said cable television system. 

"2. The method of claim 1, further comprising displaying said directory of 
programming on a display device. 

3. < ? The method of claim 2, further comprising receiving a selection of - 
programming from said directory through a user input device of said set-top terminal. 

• ; ' 4- The method of claim 3, further comprising downloading selected ' 
progr^nmihg in accordance with said selection received through said user input device and 
based on loeatidnWo 

5. The method of claim 4, wherein said downloading further comprises tuning 
a data transport stream specified in said message in connection with said selected 
programming." : . > '• Ml "' 

6. 1 * The method of claim'4/wherein said { d6wnldiding fu 

connecting to a site identified by a UR£ specififed'in said'mfessageiri connection with said 
selected programming. 

r- >7 V tThVmethod of claim 3 y furthisr com]3rising checking a credit rating of skid 
subscriber in responseVo said selection of pro^amming and downloading said selected 
programming only if said credit check of said siibsOTber4^favbraLble: ^ ir 
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8. The method of claim 1, wherein said transmitting said message further 
comprises specifically addressing said message to one or more set-top terminals in said 
cable television system. . ; , „ - 

9. The method of claim 8, -wherein said specifically addressing said message 
further comprises specifically addressing said message to. set-top terminals of subscribers 
who have paid to receive said message. ; ., 

} 0. A system for advising ,a subscriber to. a cable television system of 
programming that may be purchased over the cable television network to upgrade or 
enhance features provided by that subscriber's set-top terminal and for providing such 
programming selected by said subscriber to that subscriber's set-top terminal, the system 
comprising:-- . . , • -> • .. *, ■ .r -L •-" :. .r:. \ 

a headend facility from which a cable television signal and data objects are 
transmitted to a population of se Uiop terminals: over said cable television system; and 

a transmitter of said headend facility for transmitting a -message .to : said. set-top 
terminals, wherein said message provides a , directory of programming available, for 
purchase and download over said cable television system. 

> II.; -,; The system, o£claim 1 0,-, further comprising a display^ device fordisplaying 
said directory of programming from said message received by a set-top terminal. 

,12..^ - The ^system of claim . 11 >: further comprisinga user input d forreceiving 
; a gelectxQn.pf prpg^^miming^frpm^said displayed directoiy^-,.;^ ?* r , , j 

13. The system of claim 12, further comprising means, within said set-top 
.y t teiminal, r for ; in accordance with ; said selection 

received^ through said u$er input device and based on location mfonnation ; of said selected 
programming pro videsd in said message.. v , \- . : , : 4 ; ;. ^ ; - ... r . 
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14. The system of claim 13, wherein said means for downloading further 
"comprise^^ stream specified in said message in connection 

with said selected programming. < 

15. The system of claim 13, wherein said means for downloading further 
comprises means for connecting to a site identified by a URL specified in said message in 

( connection with said selected programming at which said selected programming is stored. 

16. The system of claim 12, further comprising means for checking a credit 
rating of said subscriber in response to said selection of programming, wherein said 
selected programming is downloaded only if said credit check of said subscriber is 
favorable. ;\ \ 

17. The system of claim 10, wherein said transmitter specifically addresses said 
message to one or more set-top terminals in said cable television system. 

1 8. The method of claim 1 7, further wherein said transmitter specifically 
addresses said message to set-top terminals of subscribers who have paid to receive said 
message. ' " 
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